Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.
be satisfied by providing an integrated civil common operating picture. A civil common operating picture is radically different from traditional adversary oriented intelligence assessments. Civil Information Management (CIM) provides a potential option for a civil common operating picture as do some activities in various other agencies of the U.S.
government, but such stovepipe solutions are still inadequate. This paper advocates applying existing capabilities differently to generate a new capability of collaborative civil information management.
COMPREHENSIVE CIVIL INFORMATION MANAGEMENT: HOW TO PROVIDE IT
This is an inversion of industrial war, where the objective was to...break the enemy's will. In war amongst the people the strategic objective is to capture the will of the people….
-Rupert Smith 1 In a recent article, Major General Michael T. Flynn and others argue the U.S.
intelligence community is failing the nation's real information needs as a result of an adversary fixation and near exclusive reliance on classified sources. They challenged the intelligence community to reform itself by orienting on a new strategic objective:
resolving the frustration currently experienced by policy makers, strategic decision makers, and tactical leaders in getting the information they need to be successful in a 21 st century environment. 2 The article recommends multiple reforms within the intelligence community centering on developing and sharing of unclassified information vertically, horizontally, and across domains to include civil society such as nongovernmental organizations (NGOs) and others. 3 Many of the proposed reforms would occur within the intelligence community and service U.S. government customers from the "strategic squad" through the President. 4 Another key reform recommended establishing Stability Operations Intelligence Centers (SOICs), focused on sharing information with PRTs, NGO's, private citizens, and the military's Fusion Centers at various levels. The SOICs would co-exist as equals with the Fusion Centers focused on the traditional "red" enemy forces. 5 However, solutions like the separate SOICs are not sufficient, they just add to the constellation of existing "…isolated, uncoordinated, unmonitored, and undisciplined pockets of excellence." 6 What is really required in the 21 st century security environment is a tiered world-wide comprehensive civil information management system in order to understand the complexity of the 21 st century environments in which we must fight and win our nation's wars.
A Changed World
"Globalization" represents an interconnected world. These interconnections both represent and affect U.S. interests and make the security environment much more complex. Currently, the United States has four overarching interests: security of U.S.
citizens, allies, and partners; a strong U.S. economy in open international markets and global commons; respect for human security; and a stable international order. For example, it is a globalized economy whether finding investors for a new business, providing goods to new customers, or finding better sources of material and labor for manufacturing. 7 There are security repercussions for the United States in a globalized American economic prosperity depends upon a secure global commons, free trade, and stability. 8 However, while current defense priorities focus on protecting these overarching interests, it must be done with a lower level of defense spending.
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Reducing the national deficit is also in the United States' national interest. In this costsavings environment, new and better ways must be found to protect and promote U.S.
interests. Any such way must account for a more interconnected and complex environment and promote efficacy so that costs are more acceptable.
Globalization has also empowered civil society. In part this is the result of the advancement of ideals such as rule of law and human security, both representing fundamental values promoted by the United States. But the systems associated with globalization-information, transportation, communications, and economics-are also instrumental. Nongovernmental groups and individuals-nonstate actors-have more ways of exercising power and choose to do so in the 21 st century. In many ways they are more adept at using these systems and the global commons to advance their interests than many states. Terrorists and transnational criminals are negative examples of this empowerment. Multinational corporations are a business example.
There are also a wide range of transnational religious, humanitarian, social, and professional organizations that function as NGOs in the international arena. Individuals obtain their power through the appeal of their purposes and use of the global systems and commons. 10 Power is inherent in the interconnectedness of globalization.
Viewing interconnectedness as a spider web is one way of understanding how interconnectedness works in regard to civic society power. "Pulling on a strand" produces a harmonic effect, usually muted by the weight of the web. However, strength comes from multiple individuals or groups in multiple locations pulling with the same motivation. Individual activity can vary from donating money to terrorist organizations or more than a whole of government approach; it is a comprehensive approach with all the tools of the international order understood, considered, and suitably involved. All that is missing is the means to acquire and share the appropriate levels of information and context-shared knowledge that allows for integration of efforts and builds on success.
It is a strategic shortfall and the U.S. military is square in the middle of it.
The Problems with Existing Capabilities
The bottom line with existing capabilities is they fail to provide comprehensive civil information management (CCIM). General Flynn and his co-authors allege that by failing to develop comprehensive civil information management "our senior leaders-the Chairman of the Joint Chiefs of Staff, the Secretary of Defense, Congress, the President of the United States-are not getting the right information to make decisions." 23 The lack of CCIM knowledge is also an issue in decision making at the regional, country, operational, and tactical levels. There are a number of reasons for this.
The need for a comprehensive appreciation of civil society's contribution has been obvious for some time. COCOM authority, deployed AR forces must utilize unit specified programs of record for reporting. All of these differences have precluded any standardized system of CCIM.
An overarching headquarters pulling the potential information and knowledge assets into a CCIM does not exist Capabilities and potential resources exist to provide comprehensive civil information management. Information also exists but there is a need to better understand the dangers information overload and cultural bias and the roles of human analysis and cultural expertise. 48 Some capabilities, or "isolated pockets of excellence,"
represent the data decision makers need. 49 Other capabilities exist which can either Comprehensive sharing and collaboration require information and knowledge flow to and among the various levels and across domains. However, in a 21 st century socio-cultural environment, the local level is both the greatest repository as well as the greatest consumer of civil information. 56 The other levels are no less important, however needs, context, and effects are locally derived. The local level has been problematic because in the past it has not been able to provide timely: information, analysis, and assessments required by decision makers at the interagency and higher levels; a demonstrated inability of local levels to process and share necessary information among themselves; and inadequate resources. 57 Again, other levels share these same issues, but the solution hinges on the local level and building up. Clearly, at the lower levels the U.S. military must play a major and larger role in the CCIM organizations. Other agencies' budgets and structure historically fall short of managing such efforts. The future portends no change. They can be supportive, but cannot asssume the effort, particularly at the lower levels. 59 In a similar manner, NGOs have no appetite for a leading role, even though there is much evidence that if you build a "CCIM field" they will come.
Within the military, all services have interests to be served and capabilities to commit, but only the Army has the capacity to play the leading role. The majority of this capacity resides in the CA forces. CA battalion, brigade, and command headquarters companies already possess small teams specifically designed to process today's CIM and other resources do similar things. With some organizational changes, changes in structure, and an appropriate mandate, Army CA and its Joint partners could undertake the task. If done properly, other CA missions would benefit exponentially. Numerous details would have to be worked out and this would take time. Yet, as the Defense Strategy indicates, the problems are unlikely to go away anytime soon and the current solutions are not meeting strategic or local needs. The U.S. military, and particularly the Army, should not back away from this challenge-after all, it is a matter of national security and national blood and treasure.
Conclusion
The United States has four overarching strategic interests in the 21 st century: security of U.S. citizens, allies, and partners; a strong U.S. economy in open international markets and global commons; respect for human security; and a stable the international order. The protection and advancement of all four of these interests are intertwined with and dependent on an understanding of the civil environment.
Globalization has empowered civil society and national security requires persistent knowledge and awareness of the civil environment at the global, regional, national, and local levels. The current stovepipe systems and data sharing systems of the U.S. government cannot meet the need for persistent knowledge and awareness: changes in thinking and in structure are required. Collaborative civil information management provides the awareness of the civil environment required by today's operating environment. All the major components and authorities exist for the minor restructuring required. New resource requirements are minimal and any new cost would easily be recovered in the reduced duration of stability operations and lesser development costs associated with better performance. The question is not "can we", but "will we?" True awareness and success lies in better collaboration.
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